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Abstract. Optical See-Through (OST) Augmented Reality (AR) is
beginning to be used more widely in the public domain. However,
addressing manipulative content is necessary for the widespread adoption
of OST AR technology. For instance, in a cybersecurity context, attack-
ers might try to influence and reduce user performance by changing the
quality of AR information, introducing misleading content, irrelevant
data, and other adverse factors. This research investigates how help-
ful, misleading, and irrelevant information in OST AR affects human
performance. The study used a memory task and employed a repeated
measures design involving 19 participants. The findings revealed that the
participants needed more time to complete the task when presented with
irrelevant information compared to when they had access to useful AR
information or when AR content was not presented. In addition, helpful
AR information allowed users to complete the task more effectively with
fewer errors than irrelevant and misleading AR information. The results
suggest that AR enhances user memory, enabling them to perform tasks
more efficiently. Moreover, when malicious information is introduced,
manipulative content can effectively increase the decision-making time
of their targets by disrupting memory-based judgments.

Keywords: Augmented Reality · Helpful AR content · Manipulated
AR content · Human Performance

1 Introduction

Optical See-Through (OST) Augmented Reality (AR) technology overlays vir-
tual information onto the real-world environment, thereby improving the com-
prehension of the surroundings. Owing to the accessibility of commercially avail-
able OST AR devices (such as Microsoft HoloLens 2, Magic Leap 2, and others),
both investors and commercial enterprises are showing a growing interest in
offering AR technologies for corporate use as well as for general public adoption.
However, this increased interest raises concerns about how the quality of AR
information presented effects the user’s performance in the headset. Malicious
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actors who have begun to view these devices not as the future of technology-
enhanced realities but rather as a new target for exploitation to achieve nefarious
ends may want to take advantage of the impact that information quality has on a
user to manipulate them. Indeed, vulnerabilities have already been discovered in
almost all parts of these devices’ systems, from the hardware to the applications
running on top of them.

Manipulating the information presented on these objects may impact the
user’s ability to utilize the AR information or to interact correctly with the
real objects, leading users to make incorrect decisions or impairing user task
performance when the AR is present. This offsets the intended use of these
devices; instead of providing useful information and enhancing user interaction,
the virtual becomes a hindrance instead. An example of this could be a cyber-
attacker feeding incorrect details into a navigation display, causing a user to take
a wrong turn and fail to reach their intended destination promptly, or guiding
them to a particular place.

In this paper, we focus on two categories of manipulative content , misleading
content and irrelevant content. Misleading content refers to false information and
aims to persuade a user to make an erroneous decision based on it. Irrelevant
content is content presented in the object that is not relevant to the task the
user is trying to achieve. The primary objective of our research is to explore how
manipulated virtual content affects human performance when using the OST
AR system. To accomplish this, we performed a memory-based task using the
concentration of the card game with an assistive OST AR display. The OST AR
display’s content was either manipulative or helpful. AR helpful content provides
accurate information to the user about the task. To the best of our knowledge,
this research is the first effort to investigate the impact of manipulative content
on human memory knowledge within an AR system. We developed the following
three hypotheses for our research.

H1: Helpful AR information would increase the human performance.
H2: Misleading or irrelevant AR information would decrease the human perfor-

mance.
H3: combination of misleading, irrelevant, and helpful AR information would

yield human performance similar to that observed when only either misleading
or irrelevant information is provided.

Investigating these hypotheses enables us to make some inferences about
how users are affected by manipulative content, their reactions to it, and what
strategies they employ to mitigate its effects. This provides a better understand-
ing of the effectiveness of this form of manipulation on users and highlights some
related issues in this area that need further investigation.

2 Related Work

2.1 AR Information Fidelity

The ultimate goal of the OST AR system is to provide accurate and help-
ful information, allowing users to perform their tasks successfully. Due to this
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ability, AR information has been extensively utilized in various fields, including
AR-based medical surgery [1], AR for indoor and outdoor navigation [11], AR
manufacturing guidance [5], AR in education [2], among many others. Although
AR has been suggested as a beneficial technique or resolution in several fields,
some of these fields might experience fewer disastrous consequences if AR infor-
mation were manipulated than others. For example, one could presume that the
disastrous impact on AR-enhanced museums [6] would be less severe than in
AR-based military [10], air traffic control [7] or surgery [12]

2.2 Cybersecurity Threats in Extended Reality

Several previous works have studied many different techniques to achieve manip-
ulations of different parts of human perception, many of which may be relevant
to information quality in an OST AR scenario. Casey et al. [3] described a system
to induce physical movement of a user, cause physical collisions to a user, disori-
ent and cause motion sickness to the user, and create overlays to distract or cause
cognitive distress to the user in a virtual reality (VR) system. Their mentioned
“Overlay Attack” allowed an attacker to create custom virtual overlays which
are rendered in the device view-space and cannot be removed easily by the user.
Tseng et al. [14] described various harmful situations that could arise from per-
ceptual manipulations. They identified Perception Manipulation Attack (PMA)
as a significant threat to AR interactions. They describe a variety of attack clas-
sifications, but of particular importance to our work is the mismatching attack,
which involves a virtual object being incorrectly aligned with its counterpart,
leading to user misinterpretation. Cheng et al. [4] introduced their own attack
methods that interacted with visual, auditory, and situational perceptions. Their
work designed three studies, each directed a different PMA at the user’s percep-
tion of the task. They found that introduction of the PMA’s decreased situational
awareness, slowed reaction times, and induced incorrect decisions. Previous stud-
ies have demonstrated that altered AR overlay content can affect users’ percep-
tion of elements. However, no previous research has investigated how individuals
manage task performance considering their memory knowledge when confronted
with manipulative content.

3 Method

3.1 Apparatus and Setup

The experiment used the Microsoft HoloLens 2, a binocular see-through AR
display. A standalone Unity application (version 2022.3.23f1) managed the
entire experiment. This application utilized the Microsoft Mixed Reality Toolkit
(MRTK) and was executed on an MSI laptop running Windows 10. A deck of
bicycle playing cards was employed for the physical cards in the study. The cards
were laid out on a table draped with a black cloth to reduce reflections and
enhance contrast and legibility. The cards had four possible suits: Diamonds,
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Hearts, Clubs, and Spades. We considered a pseudo-random grouping of card
values with the red 5 s, 8 s, 9 s, and Queens and the black 2 s, 6 s, 7 s, and Jacks.
Within those suits there were two colors, Red (Hearts, Diamonds) and Black
(Spades, Clubs). Thus, 16 of the 52 cards were used in a 4× 4 grid arrangement.
An individual QR code was affixed to the back of each card with tape. QR codes
were used to produce AR information related to the suit and value of the card.
AR content appeared on the right side of the card as an overlay to ensure that
it did not interfere with the physical card’s content. An instruction sheet for the
training rounds was placed adjacent to the card grid.

3.2 Experimental Task

We considered Card Game Concentration as our experimental task. This memory
game requires the player to recall specific information. The flow of a round of
the experimental task was as follows.

Step 1: The participant observed that there were 16 cards placed face down.
Step 2: The participant turned two cards face up during each turn. Each turn,

the participant tried to find pairs of cards with matching values and colors
based on their suits. For instance, if the ace of hearts and the ace of spades
were revealed, it would result in a red ace and a black ace, making it an invalid
match. Conversely, if the ace of clubs and the ace of spades were turned over,
both being black aces would result in a valid match.

Step 3: If the participant determined that the colors and values of both cards
were identical, they removed the cards from the game space. Otherwise, the
cards were turned back over and remained in the game space.

Step 4: Continue executing Steps 2 and 3 until no cards remain in the game
space.

As participants attempted to finish the task, AR content was displayed via
the Hololens 2 OST AR display. The overlay data became visible only after a
card was revealed by the participant for the first time, and remained revealed
for the remainder of the trial. This was managed by an experimenter using a
bluetooth keyboard.

3.3 Experimental Variables and Design

We employed one independent variable referred to as Types of AR content. This
variable consisted of five distinct levels:

No AR: In this level, participants interacted with the task while wearing the
Hololens 2, but no virtual content was displayed (see Fig. 1b).

AR Helpful: When the AR content was shown, it accurately conveyed the true
information of the physical card (see Fig. 1c).

AR Irrelevant: When AR content was displayed, it provided unrelated infor-
mation of the physical card (see Fig. 1d).
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AR Misleading: When AR content was displayed, it provided incorrect infor-
mation of the physical card (see Fig. 1e).

AR Combined: When AR content was shown, it offered information about the
physical card that could be helpful, misleading, or irrelevant (refer to Fig. 1f).

Fig. 1. (a) Participant performed a card game concentration as experimental task.
(b)-(f) Participant’s view of different AR conditions as seen through the Microsoft
HoloLens 2. (b) In the No AR condition, there was no AR overlay shown. (c) AR
Helpful: AR display provided accurate descriptions of the cards to the participant. (d)
AR Irrelevant: AR display presents details about platypuses, which are unrelated and
offer no useful information for the task. (e) AR Misleading: AR display information
inaccurately represents the cards; it indicates that the eight of hearts is the five of
hearts and the seven of spades is the king of hearts. (f) AR Combined: AR display
provides information that is irrelevant for one card in the form of a platypus fact, and
is misleading for the other card in that it incorrectly states that the seven of spades is
the king of clubs. The combined condition also included the helpful condition during
trials alongside the irrelevant and misleading information.

We measured three dependent variables in the experiment.

Number of Guesses: The total number of card pairs flipped before the end of
the task. The number of card pair guesses indicated how frequently the player
was mismatching pairs and how often they needed to revisit a previous card
to recall its value and suit.

Errors: The total count of card pairs flipped that included only cards previously
shown before completing the task. This count does not include card pairs that
were correctly matched. Errors acted as an additional performance measure
alongside the count of card pair guesses. Nevertheless, it reduced the element
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of chance present in card pair guesses. The number of card pair guesses could
be fewer if the participant gets consecutive matches purely by chance. On
the other hand, errors remained unchanged as they pertain to the participant
recalling information they should already know.

Trial Length: The total time in seconds from flipping the first card until the
completion of the task, when all pairs are found.

We employed a within-subjects, repeated measures design in which every
participant was exposed to each experimental condition. The conditions were
counterbalanced by random permutation, with a C# list shuffling algorithm.

3.4 Procedure

Each participant was greeted in the experiment room and given a brief overview
of the experiment. Subsequently, the participant signed an informed consent form
and completed a general pre-experimental questionnaire that gathered demo-
graphic information, experience with AR, and eyeglass usage. Afterward, we
thoroughly described the experimental task (a concentration card game). The
participant practiced by completing a round of the task on a smaller 2× 2 grid
consisting of 4 cards, continuing until the experimenter was satisfied that the par-
ticipant had grasped the task. Hereafter, with assistance from the experimenter,
the participant put on the Microsoft HoloLens 2 OST AR display. The partic-
ipant completed the HoloLens 2 calibration process using the device’s built-in
calibration software. Participants were instructed to ask any clarifying questions
needed during the training period and provided a sheet describing the task they
were trying to complete.

The participants then performed the task while sitting on a chair. Partici-
pants were notified that information would be shown on the right side of the cards
via the AR headset depending on the experimental condition.However, partici-
pants were not notified which condition would be present each trial, or what all
of the conditions prior to beginning the trials. There were no restrictions on the
duration of each condition. Each session was recorded in video to monitor session
length and other dependent variables. Upon finishing an experimental condition,
the participant would respond to questions in a semi-structured interview that
took approximately two minutes. During the semi-structured interview, the par-
ticipants were asked three questions: 1. What are your thoughts on your per-
formance in the game and the reasons for it? 2. Did you create any strategies
to finish the game?, and 3. Was the AR helpful in accomplishing the game?
The experimenter documented the responses of the participants for subsequent
analysis. The participant was then expressed gratitude and given compensation
if applicable. The complete experimental session lasted approximately one hour.

3.5 Participants

A total of 19 participants, comprising 13 men and 6 women, were recruited
from the local university community. The ages of the participants ranged from



Impact of Relevant Augmented Reality Information on Human Performance 191

Fig. 2. The average number of guesses/pairs made for each different AR condition
type is shown. Participants in the AR Helpful condition made fewer guesses, indicating
a positive impact on task performance compared to other conditions. Irrelevant and
misleading AR information negatively effects the performance.

20 to 57 years, with an average age of 26 years. There were no restrictions for
individuals with glasses or lenses; 10 participants wore corrective eyewear. The
Institutional Review Board of the local university approved the study protocol.
Participants were given the option to receive an Amazon gift card $20 USD or
participate without compensation. Three participants were excluded from the
study. Technical errors led to incomplete trials for two participants. In addition,
a participant was a significant outlier. Consequently, our research contained 16
of the 19 participants.

4 Results and Discussion

4.1 Quantative Analysis

To evaluate the impact of our experimental conditions on participant perfor-
mance, we conducted a repeated measures ANOVA using the ez package in R [9].
For effect size, we report the generalized eta squared (η2), with interpretations
as follows: small (η2 = 0.01), medium (η2 = 0.06), and large (η2 = 0.14) [8]. In
cases where the ANOVA was significant, we used the Scheffe test for post hoc
comparisons between conditions because it has strong protection against Type 1
error. The Scheffe test was performed using the DescTools package in R [13]. The
significant results of the Sheffe test are given in Table 1. Throughout the analysis,
the p-value thresholds were set as follows: ∗ :< 0.05, ∗∗ :< 0.01, ∗ ∗ ∗ < 0.001.
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Table 1. Significant results of the Scheffe test for all dependent variables with lower
and upper 95% confidence interval (CI).

Scheffe Test on Card Pairs Guessses

Compared Conditions diff Lower CI Upper CI p value Significance

Irrelevant-Helpful 5.750 1.90737102 9.592629 0.00055 ***

Misleading-Helpful 5.875 2.03237102 9.717629 0.00039 ***

Combined-Helpful 4.500 0.65737102 8.342629 0.01267 *

No AR-Helpful 3.875 0.03237102 7.717629 0.04698 *

Scheffe Test on Errors

Irrelevant-Helpful 2.8750 -0.1265856 5.876586 0.0677 .

Misleading-Helpful 3.1250 0.1234144 6.126586 0.0367 *

Scheffe Test on Trial Lengths

Irrelevant-Helpful 39.6250 1.438953 77.811047 0.0377 *

No AR-Irrelevant -42.3125 -80.498547 -4.126453 0.0216 *

Fig. 3. Average number of errors made in a round separated by each different AR
condition type is presented. The AR Helpful condition has a smaller average and lacks
distribution in comparison to the other conditions, indicating that irrelevant and mis-
leading AR information detrimentally impacts performance.

Card Pairs Guessed: Figure 2 shows the results of the task performance under
different conditions considering the metric of guessed pair of cards. ANOVA anal-
ysis revealed a significant effect of the conditions (main effect) on the pairs of
cards guessed (F4,60 = 8.61, p < .001, η2 = 0.29, large.) The Scheffe test revealed
a significant difference between the AR helpful condition (M = 13.44, SD =
1.21) and the other experimental conditions: Combined (M = 17.94, SD =
2.59, p < 0.05); Irrelevant (M = 19.19, SD = 3.25, p < 0.001); Misleading (M =
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Fig. 4. The figure illustrates the mean trial durations in seconds categorized by various
AR condition types. The AR irrelevant condition exhibits the highest average trial time
and the broadest range of times, followed by AR misleading , shown by the mean line
on each boxplot, and the distribution of the data by the outlier points. Participants
completed trials more faster under AR helpful conditions and with no AR overlay.

19.31, SD = 5.15, p < 0.001); and No AR (M = 17.31, SD = 3.75, p < 0.05).
No significant differences were found between the other conditions. This suggests
that the presence of helpful AR content led participants to flip fewer cards during
the task, thereby enhancing their performance. Also, misleading and irrelevant
AR information decreased the task performance in similar manner.

Errors. The task performance effect of errors and conditions are reported in
Fig. 3. According to ANOVA, there was a significant effect of conditions on the
number of errors (F4,60 = 3.76, p < .01, η2 = 0.15, large). There was a signifi-
cant difference between the AR helpful condition and AR misleading condition
(M = 3.13, SD = 4.08, p < 0.05), and closed to significance versus the irrelevant
condition (M = 2.88, SD = 2.7, p = 0.06). No significant differences were found
between the other conditions. Thus, the AR helpful condition led to a reduction
in errors compared to the misleading and irrelevant conditions. This suggests
that misleading and irrelevant AR information led to poorer task performance
than helpful AR information and similar performance to when no AR overlay
was provided.

Trial Length. Figure 4 shows the results of the trial length at each of the exper-
iment conditions. Our ANOVA analysis revealed that the differing conditions
had a largely significant effect on the trial length (F4,60 = 7.48, p < .001, η2 =
0.20, large). In the Scheffe test, the AR irrelevant condition (M = 133.69, SD =
34.73) was significantly worse than the non-AR condition (M = 91.38, SD =
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24.51, p < .05). Moreover, AR helpful condition (M = 94.06, SD = 29.79) was
significantly better than the irrelevant condition (p < 0.05). No significant differ-
ences were found between the other conditions. Thus, the AR irrelevant condition
resulted in an increase in the trial length duration compared to the AR helpful
condition and when no AR overlay was presented.

4.2 Thematic Analysis

For our qualitative analysis, we utilized thematic analysis based on the recorded
documentation from the semi-structured interviews we conducted. We reviewed
the interview data for each participant, extracted information, developed codes,
and established the themes. Overall, two themes emerged from our interview
data: strategies and views on AR conditions. The narrative of each theme is
described below.

Strategies:

Utilizing Hurtful AR: Several participants mentioned using irrelevant, mis-
leading, or combined overlays to identify cards that had been seen before. This
helped them keep better track of the whereabouts of unseen cards in the play
area. Additionally, some participants effectively utilized the accurate overlays
from the combined condition to enhance their performance.

Ignoring Hurtful AR: Several participants reported being more successful
during the irrelevant, misleading, or combined overlays by disregarding the
content shown to them. This observation varied between participants and con-
ditions. Some participants quickly recognized that the overlay was unhelpful
and ignored it with little effect on their performance. Others needed more
time to identify and disregard the overlay, negatively affecting their task per-
formance.

Learning Effect: Some participants observed that even with different overlays,
their performance in the card game enhanced over the rounds. Repetition of
the task enabled them to refine and enhance their strategy with each round.

Views on AR Conditions:

AR Helpful: Most participants felt they did well with the helpful overlays
because they continuously showed the correct card information once it had
been flipped. Three participants even likened this overlay to cheating, as it
made the game too easy. Some participants also mentioned that they started
to depend on the helpful AR information once they trusted its consistency.

AR Irrelevant: Many participants reported difficulties playing the game
because irrelevant information distracted them from their objective. Some
even mentioned that they thought there was a link between pairing irrelevant
facts and cards, which caused them to make errors and forget previously seen
information.
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AR Misleading: A number of participants indicated that their performance
declined because the misleading information led them to confuse the cards
they had memorized. Conversely, other participants found this overlay to be
unproblematic as they quickly disregarded the displayed information once
they identified it as false.

AR Combined: Some reported a negative impact on their performance, with
one person noting that recalling overlays with accurate information strained
their memory. Others felt indifferent, as they could easily disregard the mixed
information. Conversely, some found it beneficial because they could reliably
trust parts of the overlay’s information.

No AR: Several participants mentioned that the lack of overlays made it simpler
to focus on the game. Despite this, some participants made errors in this
condition; one noted that they had become too dependent on the AR overlays
and had forgotten how to play the game without them.

4.3 Discussion

Our first hypothesis (H1) stated that helpful AR information would improve
task performance. Our statistical analysis shows that the helpful AR condition
helped users complete the task more effectively compared to other conditions,
with participants making fewer guesses in the helpful condition. When exam-
ining errors, there were more errors among participants when AR information
was absent compared to the helpful AR condition, although the difference was
not significant. Interestingly, the average duration of the trial length was shorter
without the AR overlay than with the helpful AR information. One possible
explanation is that participants spent additional time reading the AR overlay,
although it was beneficial. Consequently, our findings partly support hypothesis
H1. Furthermore, our thematic analysis indicated that most of the participants
were satisfied with their performance under the helpful AR condition, suggest-
ing that the AR information directly assisted the participants in recalling the
positions of the cards by providing them with answers.

Our second hypothesis (H2) stated that irrelevant and misleading informa-
tion would negatively affect human performance. Our findings confirm H2. We
observed that the irrelevant and misleading conditions reduced participant per-
formance, suggesting that the manipulative content caused delays and impaired
participants’ ability to quickly recall card positions. A potential reason is that
participants took extra time to distinguish their memory of the card from the
information shown on the overlay under the misleading condition. For irrelevant
information, participants may have been slowed down by spending additional
time reading the AR overlays, which was not related to the task. Participants
mentioned that during the irrelevant condition they began to disregard the over-
lays once they realized that the information was not helpful. The additional time
required to reach this understanding might have further delayed the completion
of their task.

Our third hypothesis (H3) proposed that participant performance would be
comparable when provided with a combination of misleading, irrelevant, and use-
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ful AR information with performance observed when only misleading or irrele-
vant information is presented. The results we obtained confirm H3. No significant
differences were found between the combined AR condition and the conditions
with only misleading or irrelevant AR information. Our finding implies that the
user’s memory performance is similarly affected by the presence of misleading
and irrelevant content along with helpful AR information. Participants were sim-
ilarly affected when exposed to partially manipulative content compared to fully
manipulative content.

5 Conclusion and Future Work

We examined how manipulative information in OST AR affects and influences
human performance. We carried out an experiment in which the participant
conducted a card-concentration game as a task. The participant engaged with
various kinds of AR information, which could be helpful, misleading, irrelevant,
or a mixture of these three. We conducted interviews to understand user views
and approaches to dealing with this information to draw inferences as to what
kind of attacks would be effective against users. The primary findings of our
investigation are: manipulative AR information degraded task performance and
helpful AR information increased task performance in the OST AR system. It
means that manipulative content, such as irrelevant or misleading, impacts a
user’s ability to complete a task by breaking their attention from the main task,
causing them to take active steps to address and avoid manipulative content.

Our study has multiple limitations which offer directions for future research.

Learning Effect: we detected the presence of a learning effect. As each participant
went through the conditions sequentially, the latter conditions were inclined
to yield better results as the participants honed their strategies. Consequently,
future research might consider a between-subject design with a larger sample
size.

Tracking Focus Time: In our experiment, we did not use any eye-tracker and
were unable to determine how much time participants were focusing on different
types of AR information. It remains unclear whether participants focus more on
the AR content when the information is manipulative. Therefore, future studies
should incorporate eye-tracking to address this issue.

Number of Manipulative Contents: In our study, the participant had to handle
just a single piece of AR information for each card. It is essential to determine the
volume of manipulative content required to affect human performance. If minor
manipulations are employed in an attack, it might be more difficult for users to
precisely discern whether an attack is happening or if it’s merely a technical bug
or glitch.
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